Strengthening cyber resilience singapore
(1 hr)

ABOUT THE PROGRAMME
This module is tailored for investment management professionals in Singapore
and is designed to meet the MAS’ requirement under SFA04-N09 where an
appointed representative of a holder of a capital markets services licence is required
to complete 6 hours of Core CPD training in ethics, rules or regulations or both, that
is relevant to the type of regulated activity he conducts.

bACKGROUND
With effect from 1 January 2019, under the MAS’ Notice on Minimum Entry and
Examination Requirements for Representatives of Holders of Capital Markets Services
Licence and Exempt Financial Institutions (“SFA04-N09”), an appointed
representative of a holder of a capital markets services (CMS) licence must complete
by the end of every calendar year:
1. Core CPD hours: 6 hours in ethics or rules and regulations or both, which is
relevant to the type or types of regulated activity he carries out; and
2. Supplementary CPD hours: 3 hours of relevant training courses.
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Learning Objectives &
outcomes
The learning objectives & outcomes for the module is to allow appointed
representatives to:
Gain an understanding of the new set of rules issued by MAS aimed at raising the
cyber security standards and strengthening cyber resilience of Financial Institutions
in Singapore.
Understand cyber threats, MAS Notice on Cyber Hygiene, impact to FI’s operations,
cyber hygiene practices which include administrative accounts, security patches,
security standards, network perimeter defense, malware protection and multi-factor
authentication, the integration of Cyber Hygiene, Technology Risk Management
Guidelines and Business Continuity Management Guidelines, and how cyber security
is managed internally.
Be kept abreast of the trends and developments of the relevant laws and
regulations aimed at raising the cyber security standards and strengthening cyber
resilience relating to their fund management business in Singapore.

Programme Structure

This e-Learning module is 1-hour long.
An appointed representative of a holder
of CMS licence will receive 1 Core CPD
h o u r u p o n s u c c e s s f u l l y c o m p l e ti o n o f
this course.
T h e t r a i n i n g m o d u l e c o v e r s to p i c s w h i c h
a r e i d e n t i f i e d t o b e r e l e v a n t to fu n d
management professionals and will
i n c l u d e c a s e s t u d i e s t o f a c i l i ta te
learning.
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Detailed module learning objectives
MODULE

Strengthening Cyber
Resilience Singapore

OBJECTIVES & OUTCOMES
At the end of the module, participants will be able
to:
Gain an understanding of the new set of rules
issued by MAS aimed at raising the cyber
security standards and strengthening cyber
resilience of Financial Institutions in Singapore.
Understand cyber threats, MAS Notice on Cyber
Hygiene, impact to FI’s operations, cyber
hygiene practices which include administrative
accounts, security patches, security standards,
network perimeter defense, malware protection
and multi-factor authentication, the integration
of Cyber Hygiene, Technology Risk
Management Guidelines and Business
Continuity Management Guidelines, and how
cyber security is managed internally.
Be kept abreast of the trends and
developments of the relevant laws and
regulations aimed at raising the cyber security
standards and strengthening cyber resilience
relating to their fund management business in
Singapore.

GRAND TOTAL
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8 HR

Topics covered in the module
TOPICS

1. Cyber Threats
2. Security Challenges in the Financial Industry
3. Rising Costs
4. Phishing
5. Data Theft
6. Malware Attack
7. MAS Notice on Cyber Hygiene
8. Application of Notice
9. Impact on Notice to FI’s Operations
10. Cyber Security Measures
11. Administrative Accounts
12. System Vulnerabilities
13. Security Standards
14. Multi-factor Authentication
15. Applicability of Multi-Factor Authentication
16. Technology Risk Management (“TRM”)
17. Business Continuity Management (“BCM”)
18. Cyber Hygiene Vs TRM
19. How Cybersecurity is managed internally?
20. Collective Prevention of Cyber Threats

GRAND TOTAL
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8 HR

FTS - Eligible
This programme is recognised under the Financial Training Scheme (FTS) and
is eligible for FTS claims subject to all eligibility criteria being met.
Please note that in no way does this represent an endorsement of the quality
of the training provider and programme. Participants are advised to assess
the suitability of the programme and its relevance to participants’ business
activities or job roles.
The FTS is available to eligible entities based on the prevalent funding
eligibility, quantum and caps. FTS claims may only be made for recognised
programmes with specified validity period. Please refer to www.ibf.org.sg for
more information.
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